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These steps refer to General Prohibi-
tions One (Exports and Reexports),
Two (Parts and Components Reex-
ports), and Three (Foreign-Produced
Direct Product Reexports) for all coun-
tries except: Cuba, Iran, and North
Korea. For these countries, you may
skip Steps 7 through 11 and go directly
to Step 12.

(38) Controls on activities. Steps 12
through 18 refer to General Prohibi-
tions Four through Ten. Those general
prohibitions apply to all items subject
to the EAR, not merely those items
listed on the CCL in part 774 of the
EAR. For example, they refer to the
general prohibitions for persons denied
export privileges, prohibited end-uses
and end-users, countries subject to a
comprehensive embargoed (e.g., Cuba,
Iran, and North Korea), prohibited ac-
tivities of U.S. persons in support of
proliferation of weapons of mass de-
struction, prohibited unlading of ship-
ments, compliance with orders, terms
and conditions, and activities when a
violation has occurred or is about to
occur.

(4) General prohibitions. If none of the
ten general prohibitions applies, you
should skip the steps concerning Li-
cense Exceptions and for exports from
the United States, review Steps 27
through 29 concerning Shipper’s Export
Declarations to be filed with the U.S.
Customs Service, Destination Control
Statements for export control docu-
ments, and recordkeeping require-
ments.

(e) Is a License Exception available to
overcome the license requirement? If you
decide by reviewing the CCL in com-
bination with the Country Chart that a
license is required for your destination,
you should determine whether a Li-
cense Exception will except you from
that requirement. Steps 20 through 24
help you determine whether a License
Exception is available. Note that gen-
erally License Exceptions are not
available to overcome General Prohibi-
tions Four through Ten. However, se-
lected License Exceptions for embar-
goed destinations are specified in part
746 of the EAR and License Exceptions
for short supply controls are specified
in part 754 of the EAR. If a License Ex-
ception is available and the export is
from the United States, you should re-
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view Steps 26 through 28 concerning
Shipper’s Export Declarations to be
filed with the U.S. Customs Service,
Destination Control Statements for ex-
port control documents and record-
keeping requirements. If a License Ex-
ception is not available, go on to Steps
25 through 29.

(f) How do you apply for a license? If
you must file a license application, you
should review the requirements of part
748 of the EAR as suggested by Step 26.
Then you should review Steps 27
through 29 concerning Shipper’s Export
Declarations to be filed with the U.S.
Customs Service, Destination Control
Statements for export control docu-
ments, and recordkeeping require-
ments.

[61 FR 12740, Mar. 25, 1996, as amended at 62
FR 25453, May 9, 1997; 65 FR 38150, June 19,
2000; 69 FR 23628, Apr. 29, 2004; 69 FR 46074,
July 30, 2004; 72 FR 3724, Jan. 26, 2007]

§732.2 Steps regarding scope of the
EAR.

Steps 1 though 6 are designed to aid
you in determining the scope of the
EAR. A flow chart describing these
steps is contained in supplement No. 2
to part 732.

(a) Step 1: Items subject to the exclusive
jurisdiction of another Federal agency.
This step is relevant for both exports
and reexports. Determine whether your
item is subject to the exclusive juris-
diction of another Federal Agency as
provided in §734.3 of the EAR.

(1) If your item is subject to the ex-
clusive jurisdiction of another Federal
agency, comply with the regulations of
that agency. You need not comply with
the EAR and may skip the remaining
steps.

(2) If your item is not subject to the
exclusive jurisdiction of another fed-
eral agency, then proceed to Step 2 in
paragraph (b) of this section.

(b) Step 2: Publicly available technology
and software. This step is relevant for
both exports and reexports. Determine
if your technology or software is pub-
licly available as defined and explained
at part 734 of the EAR. supplement no.
1 to part 734 of the EAR contains sev-
eral practical examples describing pub-
licly available technology and software
that are outside the scope of the EAR.
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The examples are illustrative, not com-
prehensive. Note that encryption soft-
ware controlled for EI reasons under
ECCN 5D002 on the Commerce Control
List (refer to supplement no. 1 to part
774 of the EAR) and mass market
encryption software with symmetric
key length exceeding 64-bits classified
under ECCN 5D992 shall be subject to
the EAR even if publicly available. Ac-
cordingly, the provisions of the EAR
concerning the public availability of
items are not applicable to encryption
items controlled for “EI” reasons under
ECCN  5D002 and mass market
encryption software with symmetric
key length exceeding 64-bits classified
under ECCN 5D992.

(c) Step 3: Reexport of U.S.-origin items.
This step is appropriate only for re-
exporters. For an item in a foreign
country, you should determine whether
the item is of U.S. origin. If it is of
U.S.-origin, skip to Step 7 in §732.3(b)
of this part. If it is not of U.S. origin,
then proceed to Step 4 in paragraph (d)
of this section.

(d) Step 4: Foreign-made items incor-
porating controlled U.S.-origin items.
This step is appropriate only for items
that are made outside the United
States and not currently located in the
United States. Special requirements
and restrictions apply to foreign-made
items that incorporate U.S.-origin
encryption items (see §734.4(a)(2), (b),
and (g) of the EAR).

(1) Determining whether your foreign
made item is subject to the EAR. Using
the guidance provided in supplement
No. 2 to part 734 of the EAR, determine
whether controlled U.S.-origin items
are incorporated into the foreign-made
item and are above the de minimis level
set forth in §734.4 of the EAR.

(2) If no U.S.-origin controlled items
are incorporated or if the percentage of
incorporated U.S.-origin controlled
items are equal to or below the de mini-
mis level described in §734.4 of the EAR,
then the foreign-made item is not sub-
ject to the EAR by reason of the de
minimis rules, and you should go on to
consider Step 6 regarding the foreign-
produced direct product rule.

(3) If the foreign-made item incor-
porates more than the de minimis level
of U.S.-origin items, then that item is
subject to the EAR and you should skip
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to Step 7 at §732.3 of this part and con-
sider the steps regarding all other gen-
eral prohibitions, license exceptions,
and other requirements to determine
applicability of these provisions to the
foreign-made item.

(e) [Reserved]

(f) Step 6: Foreign-made items produced
with certain U.S. technology for export to
specified destinations. This step is appro-
priate for foreign-made items in for-
eign countries.

(1) If your foreign-produced item is
described in an entry on the CCL and
the Country Chart requires a license to
your export or reexport destination for
national security reasons, you should
determine whether your item is subject
to General Prohibition Three (Foreign-
Produced Direct Product Reexports)
(§736.2(b)(3) of the EAR). Your item is
subject to the EAR if it is captured by
General Prohibition Three (Foreign-
Produced Direct Product Reexports),
and that prohibition applies if your
transaction meets each of the following
conditions:

(i) Country scope of prohibition. Your
reexport destination for the foreign-
produced direct product is a destina-
tion in Country Group D:1 or E:1 (see
supplement No. 1 to part 740 of the
EAR) (reexports of foreign-produced di-
rect products to other destinations are
not subject to General Prohibition
Three);

(i1) Scope of technology or software
used to create direct products subject to
the prohibition. Technology or software
that was used to create the foreign-pro-
duced direct product, and such tech-
nology or software that was subject to
the EAR and required a written assur-
ance as a supporting document for a li-
cense or as a precondition for the use
of License Exception TSR in §740.6 of
the EAR (reexports of foreign-produced
direct products created with other
technology and software are not sub-
ject to General Prohibition Three); and

(iii) Scope of direct products subject to
the prohibition. The foreign-produced
direct products are subject to national
security controls as designated on the
proper ECCN of the Commerce Control
List in part 774 of the EAR (reexports
of foreign-produced direct products not
subject to national security controls
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are not subject to General Prohibition
Three).

(2) License Ezxceptions. Each License
Exception described in part 740 of the
EAR overcomes this General Prohibi-
tion Three if all terms and conditions
of a given License Exception are met
by the exporter or reexporter.

(3) Subject to the EAR. If your item is
captured by the foreign-produced di-
rect product control at General Prohi-
bition Three, then your export from
abroad is subject to the EAR. You
should next consider the steps regard-
ing all other general prohibitions, Li-
cense Exceptions, and other require-
ments. If your item is not captured by
General Prohibition Three, then your
export from abroad is not subject to
the EAR. You have completed the steps
necessary to determine whether your
transaction is subject to the EAR, and
you may skip the remaining steps.
Note that in summary, items in foreign
countries are subject to the EAR when
they are:

(i) U.S.-origin commodities, software
and technology unless controlled for
export exclusively by another Federal
agency or unless publicly available;

(ii) Foreign-origin commodities, soft-
ware, and technology that are within
the scope of General Prohibition Two
(Parts and Components Reexports), or
General Prohibition Three (Foreign-
Produced Direct Product Reexports).
(However, such foreign-made items are
also outside the scope of the EAR if
they are controlled for export exclu-
sively by another Federal agency or
publicly available.)

[61 FR 12740, Mar. 25, 1996, as amended at 61
FR 64274, Dec. 4, 1996; 61 FR 68577, Dec. 30,
1996; 62 FR 25453, May 9, 1997; 63 FR 50520,
Sept. 22, 1998; 656 FR 38150, June 19, 2000; 65 FR
62604, Oct. 19, 2000; 67 FR 38860, June 6, 2002;
69 FR 23628, Apr. 29, 2004; 69 FR 71359, Dec. 9,
2004; 73 FR 56968, Oct. 1, 2008; 73 FR 57503,
Oct. 3, 2008; 75 FR 44889, July 30, 2010]

§732.3 Steps regarding the ten general
prohibitions.

(a) Introduction. If your item or activ-
ity is subject to the scope of the EAR,
you should then consider each of the
ten general prohibitions listed in part
736 of the EAR. General Prohibitions
One ((Exports and Reexports), Two
(Parts and Components Reexports), and
Three (Foreign-Produced Direct Prod-
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uct Reexports) (§736.2(b) (1), (2), and (3)
of the EAR) are product controls that
are shaped and limited by parameters
specified on the CCL and Country
Chart. General Prohibitions Four
through Ten are prohibitions on cer-
tain activities that are not allowed
without authorization from BIS, and
these prohibitions apply to all items
subject to the EAR unless otherwise
specified (§736.2(b) (4) through (10) of
the EAR).

(b) Step 7: Classification. (1) You
should classify your items in the rel-
evant entry on the CCL, and you may
do so on your own without the assist-
ance of BIS. You are responsible for
doing so correctly, and your failure to
correctly classify your items does not
relieve you of the obligation to obtain
a license when one is required by the
EAR.

(2) You have a right to request the
applicable classification of your item
from BIS, and BIS has a duty to pro-
vide that classification to you. For fur-
ther information on how to obtain clas-
sification assistance from BIS, see part
748 of the EAR.

(3) For items subject to the EAR but
not listed on the CCL, the proper clas-
sification is EAR99. This number is a
“pbasket” for items not specified under
any CCL entry and appears at the end
of each Category on the CCL.

(c) Step 8: Country of ultimate destina-
tion. You should determine the country
of ultimate destination. The country of
destination determines the applica-
bility of several general prohibitions,
License Exceptions, and other require-
ments. Note that part 754 of the EAR
concerning short supply controls is
self-contained and is the only location
in the EAR that contains both the pro-
hibitions and exceptions applicable to
short supply controls.

(d) Step 9: Reason for control and the
Country Chart—(1) Reason for control
and column identifier within the Ezxport
Control Classification Number (ECCN).
Once you have determined that your
item is controlled by a specific ECCN,
you must use information contained in
the “License Requirements” section of
that ECCN in combination with the
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